Eduroam at the Clinical Academies
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1. Introduction

eduroam is a hugely popular worldwide network access service which is implemented on a federated basis. Essentially, wherever the service has been made available by participating organisations, eduroam provides the user with authenticated network logon and access to the Internet through a single Wi-Fi profile and set of credentials. Connection can be seamless and automatic. By eduroam-enabling the network, organisations can provide guest network access services to visitors without the need for guest account management, saving time and cost for both the organisation and the visitor. For further information on eduroam, see https://www.ja.net/products-services/janet-connect/eduroam
In April 2013 the University of Bristol in partnership with the Weston Area Health Trust developed a model of extending the eduroam service from the University to remote NHS Trust sites1. This enables both University staff and medical students to seamlessly connect their mobile device (smart phone, tablet computer or Laptop) to the Internet with no additional Wi-Fi configuration on their device. This exciting development really enables true mobile learning where the students can communicate by email and messaging, research current clinical cases they are involved in, evaluate appropriate treatments and to reflect on their experience without having to leave the clinical setting.
This document provides an overview of the eduroam model for connecting to the authentication servers at the University of Bristol. If students and staff from other Higher Education (HE) establishments (which are federated users of eduroam), they too will be able to authenticate and gain the appropriate internet access.
Whilst this document intends to answer some of the technical questions regarding the extension of eduroam, it cannot replace the need for the IT teams in both organisations to discuss the implementation plan, agree timescales and the fine detail (e.g. encryption protocols, IP addresses, IP ports and shared secrets etc.) before both parties proceed. It is crucial to the success of the shared project that the technical teams have a common understanding and if possible, direct contact rather than having to go through a service desk front end.
2. Authentication, Authorisation and Accounting
The University of Bristol uses eduroam for wireless authentication throughout the campus and halls of residence. Authentication requests are forwarded from the wireless controller to the RADIUS server (Remote Authentication Dial In User Service). RADIUS servers are widely deployed throughout the world to provide Authentication, Authorisation and Accounting (AAA) services. When the RADIUS server receives the request, it will check the user’s logon credentials with Active Directory (AD) and check that the account is current and authorised to access eduroam. If the logon request is successful, the RADIUS server will send back the ‘Access Accept’ message to the wireless controller. The client device will then be provided with an IP address and be permitted onto the network. See appendix A for further details on the authentication process.
To ensure that the user’s credentials are only seen and validated by the home institution, they are encrypted by the client device. The supplicant (software on the device to manage the 802.1x authentication and the various types of EAP encryption) will encrypt the credentials with a protocol wrapper and then add the user’s realm (e.g. @bristol.ac.uk) in a second unencrypted wrapper. It is this second wrapper that is read by the wireless controller and processed or directed to the appropriate destination.
2.1 AAA at the NHS Trust
To enable client devices to access the network at a remote location (in this case an NHS Trust), the eduroam authentication request must be handled by the wireless controller (and optionally a RADIUS proxy server) on the Trust Network. The Wireless controller will receive the authentication request from the client and, if the destination address is for an eduroam institution (e.g. @bristol.ac.uk or @uwe.ac.uk etc), forward to the request to the University of Bristol’s RADIUS server for authentication.
If the authentication request is from a user associated with another institution (other than the University of Bristol), the University’s RADIUS will forward the request to the national RADIUS server, managed and run by JANET. JANET, in turn, will forward the request to the user’s home institution. The ‘access accept or reject’ response from the home institution will follow the same path back to the Trusts wireless controller.

Once the wireless controller has received confirmation of ‘Access accept’ message, it should enable layer 3 for the client and provide an Internet Protocol (IP) address in reply to the clients DHCP request. The Trust should then route client’s traffic over their appropriate Internet gateway.
For accounting auditing purposes, the Trust should also generate DHCP and NAT translation logs and retain them for a minimum of 3 months. The Trust would not normally be able to identify the user but in order to resolve governance issues, would need to work with the home institution by providing authentication requests and time stamps to identify the user.

2.2 RADIUS at the University of Bristol
The University of Bristol uses FreeRADIUS on it’s authentication servers. FreeRADIUS is fully compliant with the relevant RFC’s (RFC 2865, 2866, 2869, 3579, 3580, 4372) and will inter-operate with a wide variety of wireless controllers and RADIUS servers including all of the major network manufacturers (e.g. Juniper and Cisco) and for example Microsoft IAS will work with FreeRADIUS.
To create a trusted (and encrypted) relationship between the NHS Trust’s wireless controller (or RADIUS proxy server) and the University’s RADIUS server, the University’s network team will provide the connection details – a unique IP and port address and a shared secret. They will also work with the Trusts network team to set up the connection and test the service to ensure that it is working as expected.
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Network diagram showing the eduroam authentication request path
3. Service Management and Support
In order for the pilot to be successful it is important that all parties communicate well and respond in a timely manner to service affecting issues. This service is different from the existing eduroam services at the University as there are no direct connections between the two organisations. This in itself present challenges as neither organisation has complete control and visibility of the service. It is very much a shared enterprise where there needs to be a good working relationship, both in the initial setup phase and in the on-going support and maintenance.

Ideally, the NHS Trust should monitor the service within their network with automated alerts to signal to Trust network staff of any hardware or authentication issues.
If a user (medical student or member of staff) or group of users are experiencing difficulties in using the service, or if a member of the IT team becomes aware of a service issue, it is important that the faulting procedure is followed. Simply reporting an issue to the Trust IT helpdesk or the University’s service-desk without closely following the faulting procedure will lead to a protracted resolution and wasting valuable time of both IT support organisations.

Part of the difficulty in providing and maintain such a service is that neither organisation has a complete overview of the service. For example, the University’s network team can only see if authentication requests are being received by the University’s RADIUS server. If the authentication request is not received, they cannot resolve the issue. Clearly, if there is an uncertainty where the fault lies between the hospital site and the University, the IT support teams will need to work together to resolve the issue.

4. Conclusion
The connectivity between the University and the NHS Trusts using this Wireless Controller - RADIUS set-up should not prove to be a hugely difficult or time consuming task. Our experience has shown that this model can be a reliable and robust solution that, in fact, causes little additional support once it has been set up. 
Initial contact between the University and the NHS Trust should be directed towards the Clinical Academy Network Manager2 who will facilitate the initial technical contacts between the Trusts IT department and the University’s network team.

The success of this service will depend on the working partnership and good communication between the Academy, NHS Trust and University. The benefits to the Trust and the University are that it will provide an efficient and cost effective solution in providing a guest network without the overhead of account management. The benefits to all of the users, as described above, are clear and will be warmly welcomed by both the staff and students.
5. Links to further eduroam information:

· eduroam deployment guide

 https://community.ja.net/library/janet-services-documentation/eduroam-deployment-guide
· eduroam technical specifications

 https://community.ja.net/library/janet-services-documentation/eduroamuk-technical-specification
2. Contact Martin Van Eker for further details   e: m.vaneker@bristol.ac.uk   t : 0117 3317200

Appendix A
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1. https://community.ja.net/system/files/515/eduroam%20at%20North%20Somerset%20Clinical%20Academy.pdf
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